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Method and apparatus for checking value documents 

This invention relates to a method and apparatus for checking value documents 
having an authenticity feature in the form of at least one luminescent substance, the 
value document being irradiated with light and the luminescence radiation emanating 
from the value document being detected with spectral resolution to determine whether 
the authenticity feature is actually present in the checked value document. 

According to the present invention, a luminescent, e.g. fluorescent or phospho- 
rescent, authenticity feature will be understood to be a single substance or a mixture of 
a plurality of substances showing luminescent behavior. 

There are a number of known systems for checking the authenticity of such value 
documents. One system is known for example from the applicant's DE 23 66 274 C2. 
In this system the authenticity of a bank note is checked, i.e. it is specifically checked 
whether a fluorescent authenticity feature is actually present in a bank note to be 
checked, by irradiating said note and detecting the remitted fluorescence radiation with 
spectral resolution. Evaluation is done by comparing the signals from different photo- 
cells of the spectrometer. 

This method works very reliably in most cases, but in particular when there are a 
plurality of possible authenticity features having very similar spectral behavior, it may 
be difficult to distinguish them and thus decide which of said authenticity features is ac- 
tually present in the checked value document. 

On these premises it is the problem of the present invention to provide a method 
and apparatus for checking value documents which make it possible to distinguish au- 
thenticity features with a similar spectral pattern in a simple and reliable way. 

This problem is solved by the independent claims. 

The present invention is thus based on the finding that simple and reliable dis- 
tinction between different authenticity features can be best obtained when a measuring 
vector is formed from the measuring values corresponding to different frequencies 
and/or frequency domains of the luminescence radiation, and an object allocation of 



-2- 

allocation of the measuring vector to one of a plurality of given reference vectors 
corresponding to different authenticity features is done by allocating at least one object 
allocation area to each reference vector and checking which object allocation area the 
measuring vector is located in. The measuring vector can consist of the measuring val- 
ues per se and/or quantities derived therefrom. 

Preferably, determination of the object allocation areas and thus the object allo- 
cation of the measuring vector to one of the reference vectors can be done by compar- 
ing the measuring vector with a plurality of reference vectors or with at least one quan- 
tity which depends on at least two reference vectors. 

A particularly preferred example of the first-mentioned variant can be that the 
authenticity feature whose reference vector has the smallest difference, such as the 
smallest distance, relative to the measuring vector is determined or determinable as 
present in the value document to be checked. This procedure has proved much more 
suitable in particular with authenticity features having a very similar spectral pattern 
than a procedure involving a check of whether the intensity and/or pattern of a meas- 
ured luminescence radiation differs from the intensity or pattern of a reference radia- 
tion only by maximally a given value. 

The second-mentioned variant, in which the measuring vector is not compared 
with each single reference vector itself but with at least one quantity derived from at 
least two reference vectors, significantly reduces the computation effort and is there- 
fore of advantage in particular when high checking speeds are important. A particu- 
larly preferred example of this is that the quantity which depends on at least two refer- 
ence vectors is formed as a separation plane between the two reference vectors, such 
as an (n-l) dimensional hyperplane between the two n-dimensional reference vectors, 
the separation plane separating the object allocation areas of the two reference vectors 
from each other. In this case, e.g. the position of the measuring vector relative to the 
separation plane is determined. 

The inventive checking system can preferably be extended so as to have a further 
step for checking whether or not the amount of the measuring vector is greater than a 
given reference value. This step will particularly preferably be carried out before the 



step of allocating the object allocation areas and/or the step of checking which of these 
areas the measuring vector is located in. This makes it possible to obtain a significant 
time saving in the evaluation, since the subsequent, more time-consuming evaluation 
steps of checking the object allocation areas are no longer necessary if the simple 
amount check already yields a negative result. 

This procedure proves expedient in particular in the check of authenticity fea- 
tures whose luminescence radiation is located to a significant extent in the invisible, 
e.g. ultraviolet or in particular infrared, spectral range. This amount comparison al- 
ready make it possible to recognize e.g. a number of non-matching features in forged 
value documents which only emit in the visible spectral range. The measuring vector is 
thus preferably formed from measuring values of the infrared spectral range for the 
above-mentioned reasons, among others. 

Preferably, it can be provided alternatively or additionally that the measuring 
vector and the reference vectors are normalized in a like way. With ^-dimensional 
measuring and reference vectors this can be done for example by normalizing to an n-l 
dimensional unit sphere, so that the amount of all normalized vectors is equal, i.e. spe- 
cifically has the value 1. 

Such normalization has the advantage of permitting a simple comparison of the 
measuring vector with the reference vectors which is largely independent of the actual 
quantity or concentration in which the authenticity feature is incorporated in the bank 
note or the actual level of the total intensity of the measured radiation. In contrast to 
known methods of color space analysis, for example, in which the absolute values of 
the individual color components are essential for correct color determination, this is 
not compulsory in the inventive luminescence check, since it relies substantially only 
on the form of the detected spectral curves and not their absolute intensity values. 

In particular in the above-mentioned case of normalization, it can prove to be a 
disadvantage that the measurements have a background signal that does not come from 
the luminescence radiation and is superposed on the luminescence radiation. Said back- 
ground signal disturbs the evaluation since normalization causes the relations of the 
measuring vectors to the reference vectors to change significantly in accordance with 



with the level of the background signals, thereby possibly leading to less accurate re- 
sults of evaluation. 

Preferably, the evaluation of the measuring values therefore takes account of a 
background signal that does not come from the luminescence radiation. Specifically, 
an amount depending on the magnitude of the background signal can be subtracted 
from the measuring values for forming the measuring vector. The amount can vary 
from measuring value to measuring value of the measuring vector, i.e. a background 
vector produced by the background signal can also be used. The amount will particu- 
larly preferably be dependent on the magnitude of a minimum and/or maximum of the 
measuring values and/or a ratio of a plurality of measuring values to each other. If the 
emission spectrum of the background signal is known, the background vector can be 
calculated by measuring the background signal at a single or e.g. a few frequencies. If 
the background vector is known, it can be e.g. stored in the sensor and be subtracted 
from the measuring values without measurement. 

Further advantages of the present invention result from the enclosed dependent 
claims and the subsequent description of preferred embodiments, in which 

Figure 1 shows a schematic view of a checking device according to a first em- 
bodiment; 

Figure 2 shows a two-dimensional representation to illustrate the inventive 
method; 

Figure 3 shows a two-dimensional representation to illustrate the inventive 
method of object allocation, and 

Figure 4 shows a schematic view of a spectral curve LI measured from a bank 
note, and a component L2 of the spectral curve II coming only from the luminescence 
radiation. 

The inventive checking system can be used in all apparatuses that check lumi- 
nescent authenticity features. Although not restricted thereto, the following description 
will concern the particularly preferred variant of checking bank notes in bank note 
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bank note processing apparatuses, which can be used for example for counting, 
sorting, depositing and/or dispensing bank notes. 

Figure 1 shows specifically an apparatus 1 which includes, along with compo- 
nents known per se which are not shown, a transport device 2 for transporting bank 
notes 3 singly past a checking device 4. The checking device 4 can be designed for 
checking authenticity, fitness or denomination of the bank notes 3. The checking de- 
vice 4 specifically has a light source 5, a spectral sensor 6 and an evaluation device 7 
which is connected via a signal line 8 at least with the spectral sensor 6. The light 
source 5 serves to irradiate the bank note 3 with light beams 9 at an oblique angle to 
the bank note surface, and the spectral sensor 6 to detect and spectrally decompose the 
radiation 10 remitted by the bank note surface. The spectral sensor 6 preferably detects 
luminescence radiation 10 in the infrared spectral range by means of a spectrometer 6. 
The signals detected by the spectral sensor 6 are transferred via the signal line 8 to the 
EDP-based evaluation device 7 which checks on the basis of the measured signals 
whether a certain authenticity feature is present in the bank note 3. 

The apparatus 1 is characterized in particular by the manner of evaluation of the 
measuring signals in the evaluation device 7. This can be done for example in the fol- 
lowing way in accordance with one embodiment of the inventive method. 

All or at least a subset of the measuring values of the spectral sensor 6 which 
each correspond to different frequencies or frequency domains are represented as 
measuring vector X. Let the measuring vector X= (x l9 ... x n ) be for example a measure 
of the spectral curve of the sensed luminescence radiation 10 of the bank note 3, where 
x\ to x n are values formed on the basis of the measuring signals from n different photo- 
cells of the spectral sensor 6. The spectral values X\ to x n can preferably correspond to 
the measured luminescence intensity at different frequencies or frequency domains in 
a spectral range invisible to the eye, e.g. the ultraviolet or particularly preferably infra- 
red spectral range. The measuring vector X is thus a measure of the form, i.e. the 
course, of the measured spectral curve, at least in the case n>\, preferably n>5 or 
/i>10. 



A comparison of this measuring vector X with k given reference vectors A\ 9 
will be carried out in the way described by way of example hereinafter. For clarity's 
sake, with reference to Figures 2 and 3 a simple case is described in which the measur- 
ing vector X has only two measuring values x\ and x 2 , i.e. the vector dimension n 
equals 2. In this case the measuring vector is represented by a point X in the two- 
dimensional diagrams of Figure 2 and Figure 3, each axis of the diagrams correspond- 
ing to a different coordinate of the measuring vector X. 

The vectors A = (a u a n ) and B = (b\, b n ) are in exemplary fashion two 
given reference vectors A \ — A^A^ — B which correspond to the spectral curves from 
two possible authenticity features one of which might be present in the checked bank 
note 3. 

To decide whether one of the two permissible authenticity features is present in 
or on the bank note at all, it can first be checked whether the amount of the measuring 
vector A", i.e. \X\, exceeds a given threshold. If this is not the case, the bank note can 
already be rejected as false here. The threshold can be 0, but is preferably selected so 
that forgeries without an authenticity feature are already distinguishable reliably here. 
This reference value R has in the exemplary case of Figures 2 and 3 for example an 
amount \R\ of 0.4. This check can also be used to separate out forgeries in which the 
authenticity features are actually present but in deficient concentration. This is particu- 
larly preferred because measurement is done in the infrared spectral range in the de- 
scribed variant and forgeries normally have intensities in this spectral range that are 
either negligible or at least considerably lower than the intensities of the authenticity 
features A, B in authentic bank notes 3. 

As mentioned, this criterion that the amount \X\ of the measuring vector X must at 
least correspond to a reference value R is used particularly preferably for pre-evaluat- 
ing the measuring values. This can mean, for example, that this minimum value com- 
parison of the amount \X\ of the measuring vector^ is carried out first before the ob- 
ject allocation of the reference vector^, B with the smallest difference relative to the 
measuring vector is carried out. This variant of the preceding amount check can sig- 
nificantly increase the speed of the bank note check. 



If the amount of the measuring vector A" is above the given threshold, it must be 
decided which of the authenticity features A 9 B is actually present in the bank note 3. 

For this purpose the following procedure can be implemented. The affine space 
IR n where the measuring and reference vectors (X, A u A k ) are located is divided into 
object allocation areas G t c; (i = 1, /), said areas being allocated to the reference 
vectors (A\, A k ). In the simplest case, there is exactly one object allocation area for 
each reference vector, in the general case there can be a plurality of object allocation 
areas for each reference vector. To decide which authenticity feature is present in or on 
the bank note 3, it is ascertained which object allocation area G m the measuring vector 
X is located in, i.e. the index m is sought withX e G m . In the two-dimensional example 
shown, these areas are half-planes G A , G B , as illustrated in Figure 3. In the general case 
the object allocation areas are averages of a finite number of half-planes. 

The object allocation areas can be defined either via the reference vectors A, B 
(in the general case A u A k ) or via a description of the hyperplanes limiting them. 

In the first-mentioned case, for example that reference vector^, B is determined 
which has the smallest difference relative to the measuring vector X. For this purpose 
the distance of the measuring vector X relative to all possible authenticity features, i.e. 
in the specifically described case to the two reference vectors A, B, can be calculated. 
The distance can be calculated as the Euclidean distance between the vectors in ques- 
tion, i.e. in the example d(XyA) and d(XJB). Instead of the Euclidean distance, any func- 
tion d{XyA) can be used with the following property: for any measuring vectors X and 
reference vectors A, B it holds that d(X^i) > d(XJB) exactly when | X-A \ >\X-B | holds. 

Alternatively, this procedure can be implemented in another way which leads ex- 
actly to the same result. The object allocation areas are defined in the second- 
mentioned case by a separation plane T which limits the two reference vectors A, B (in 
the general case A u A k ). This variant has the advantage of reducing the computation 
effort particularly in real time environments. 
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To test whether a measuring vector X is located in an object allocation area G, 
(i.e. X e Gi) one must check whether X is on the "right" side for all separation planes T 
limiting G/. As separation planes, n-l dimensional hypeiplanes Tcan preferably be 
described e.g. as sets of points {(y u ...,y n ) e 9?" | U]y x + ... 4- - « 0 = 0} where (u u 

w„) is a normal vector of the hyperplane T. The sign of u\x x + ... + - w 0 states 
which side of the hyperplane 7 the measurement is located on. 

To increase detection certainty, it can be required in a preferred embodiment of 
the method that an allocation of the measuring vector X to one of the reference vectors 
A, B is only done when their mutual distance d{XyA) or d(XJB) does not exceed a given 
threshold. 

It can accordingly be specified that the object allocation areas G A , G B are delim- 
ited such that the object allocation areas no longer touch each other. This results be- 
tween the object allocation areas G A , G$ in "no man's land", i.e. areas not allocated to 
any class or thus any reference vector^, A k . Bank notes 3 whose measuring vec- 
tors are located in these areas can e.g. be provided with a warning and rejected after 
the check in the checking device 4 or diverted into a special bin. 

In a possible extension of the method, the object allocation areas are specified 
taking into account that the probability of a measuring vector X corresponding to one 
of at least two reference vectors A, B is not uniformly distributed but has e.g. a correla- 
tion. 

In the hitherto described methods, however, it must be heeded that the distance of 
the measuring vector X from the reference vectors A, B increases with its intensity and 
the intensity of the individual reference curves A, B. This means that when one of the 
two possible authenticity features is incorporated in the checked bank note 3 in a con- 
siderably higher quantity and concentration, the distance of its reference vector A or B 
from the measuring vector X can also be accordingly greater. 

To find a distance measure of the authenticity features A, B which is independent 
of the measured total intensity or the quantity and concentration of the individual au- 
thenticity features in the bank note 3, both the reference vectors A, B and the measur- 



-9- 

measuring vector X are normalized in an especially advantageous embodiment of the 
invention. In the case of the two-dimensional representation according to Figure 2, a 
normalization to the unit circle E is carried out for example. This means that the 
normalized vectors A I \A\ (that is, A over amount of A), B I \B\ and XI \X\ are formed 
which all have a normalized amount of 1. In the general ^-dimensional case of k 
reference vectors A u A k each having n components, the projection is done to the n- 
dimensional unit sphere E. 

With this normalization, all measuring vectors X differing only in length are iden- 
tified. They are located, as shown in Figure 2, on lines through the origin of the 
measuring vector X. This procedure corresponds to the transition from the affine space 
IR n into a projective space IF 1 ' 1 whose elements in the associated affine space are lines 
through the origin, which will be described in the following likewise by the associated 
vectors X, A, B... The transition into a projective space has proved very advantageous 
in particular in the check of authenticity features having similar spectral behavior. 

To perform the allocation of the measuring vector^ to one of the reference vec- 
tors A, B shown in the example, the distance d(A,X) and d(XJB) of the normalized 
measuring vector XI from all normalized reference vectors A I \A\ or B I \B\ is calcu- 
lated in the simplest case. The classification is done in turn for the authenticity feature 
whose reference vector^, B has the smallest distance d(XyA) d(XJB) from the measur- 
ing vector X, i.e. the authenticity feature A in the case shown. 

As distance d{X,A) of two vectors, the Euclidean distance of the normalized vec- 
tors X 9 A can be used for example in this and the above-mentioned case: 



d(X 9 A) = 



. Instead of the Euclidean distance, any function d(X^L) can be used 
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In a first example, the distance d{X,A) of the vectors X and A used can be the an- 
gle between lines through the origin defining them. 
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In a second example, the distance d(XyA) of the vectors A" and A used can be the 
following term: d(X,A) = | X- (X, A) • A I \A | 2 1 . The distance d(X,A) corresponds here 
to the length of the perpendicular from X to the line through the origin defined by A. 

In a further example, the distance d(XyA) of the vectors Xand A used can be the 
following term: d(X, A)-X-(X t A)-A/\A^ . This term is preferred particularly when 

the distance must be calculated time-critically, since the elaborate calculation of the 
root in the second example is unnecessary here. 



In a further example, the distance d{X^) of the vectors Xand A used can be the 
term d(X,A) = g(- 
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rr) w here g is any strictly monotonic function. 
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For the embodiment described in detail hereinabove, numerous developments 
and alternatives are conceivable. 

Although the case of only two possible authenticity features was described and 
shown in the figures by way of example, it is of course also possible to generalize to 
more than two authenticity features. It is likewise of course possible to generalize to 
measuring and reference vectors X, A { , A k which have more than n - 2 components, 
i.e. more than two spectral measuring values per bank note 3. 

Further, it can also be provided that the luminescence radiation 10 of a bank note 
3 is measured at different times and this taken into account in the evaluation. Firstly, it 
can be ascertained here whether the measured radiation 10 of the checked bank note 3 
actually has the expected time response for the particular type of luminescence. Pref- 
erably, the bank notes 3 are irradiated by the light source 5 intermittently in time to 
permit e.g. the decay behavior of the luminescence radiation 10 to be measured with 
time resolution. In this case a time-dependent representation of the measuring vectors 
X and/or the reference vectors A, B can particularly preferably also be selected and the 
distance formed time-dependently. 



A further idea of the present invention is that the luminescence radiation is meas- 
ured only on predetermined partial areas of the bank note surface, which in particularly 



particularly preferred fashion are selected denomination-specifically. This can be done 
for example by the light source 5 illuminating only one or a plurality of special partial 
areas of the bank note 3 during transport past a checking device 3, or taking account of 
information about the position of the particular illuminated partial areas of the bank 
note 3 during evaluation in the evaluation device 7. This location-dependent 
measurement of the luminescence radiation 10 can be used for example to permit dis- 
tinction of spatially coded authenticity features which are incorporated inhomogene- 
ously within the bank note paper. 

Furthermore, the luminescence radiation 10 need not necessarily be measured 
and evaluated in reflection; this can alternatively or additionally be done in transmis- 
sion. 

As mentioned, evaluation can be disturbed when the measuring signals have a 
background signal which does not come from the luminescence radiation and is super- 
posed on the luminescence radiation 10. Such disturbing background signals distort the 
relations of the individual measuring vectors to the reference vectors during normali- 
zation. 

To illustrate the problem, Figure 4 shows schematically by the unbroken line LI 
the spectral pattern of the measuring signals of an illuminated bank note 3 measured 
by the spectral sensor 6, i.e. the dependence of measuring signal intensity / (/) on 
measuring signal frequency / The portion of the measuring curve LI actually only 
coming from the luminescence radiation 10, corresponding to the dashed curve L2 9 is 
smaller in terms of amount, however, and superposed by a disturbing background sig- 
nal which does not come from the luminescence radiation 10. 

To strip out this background signal, a reference measurement can firstly be done 
in a bank note gap. Measuring values are recorded by means of the spectral sensor 6 
precisely when no bank note 3 is located in the detection area of the spectral sensor 6. 
The thus obtained signals are then a measure of the strength of the background signal 
and can be taken into account in the subsequent formation or evaluation of the measur- 
ing vectors, e.g. subtracted from the measuring values during measurement of the fol- 
lowing bank note 3. 
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However, there are spectral sensors 6 in which measuring conditions so clearly 
differ in measurement with a bank note 3 as compared to measurement without a bank 
note 3 that the background signals measured in the case without a bank note are not 
representative of the background signals measured with a bank note. 

Alternatively it is therefore possible e.g. to determine the magnitude of a relative, 
preferably the absolute, minimum and/or maximum of the measuring signals in a spec- 
tral range used for further evaluation. This can be e.g. a place in the spectrum where 
the luminescent substances to be checked normally do not emit. In the spectrum of Fig- 
ure 4 this minimum is located by way of example at the frequency f MinX and has an 
intensity I Mini- By subtracting this minimal intensity value I Min \ at least from the com- 
ponent of the spectrum to be subsequently evaluated further, i.e. forming the differ- 
ence 1(f) - I M in\ f° r the considered spectral range, one obtains an effective measuring 
signal which comes substantially only from the luminescence radiation 10, corre- 
sponding to the curve 1,2, and in which the background signals are substantially sub- 
tracted. 

A further variant is the following. Since the luminescent substances to be de- 
tected have a known spectral curve, the ratio of the intensity of the luminescence ra- 
diation at two different frequencies has a constant known value. The two frequencies 
can preferably be selected so as to correspond to a maximum and a minimum of the 
spectral curve. In the case of Figure 4, let e.g. the intensity ratio I(/mox) I KfMini) of the 
luminescence radiation 10, corresponding to curve L2, equal a constant value k 0 . How- 
ever, the measuring curve LI actually obtained during the check of the bank note 3 has 
an intensity ratio K/mox) I Of Mini) ~ I Max 1 1 Mini which is lower than this value k 0 . This 
difference is caused precisely by the background signals superposed on the lumines- 
cence spectrum L2. 

It is now calculated by what measure I 0 the intensity of the total spectrum 1(f) 
must be lowered so that the intensity ratio I(f Ma x) I KfMini) again corresponds to the 
value k 0 typical of the expected luminescence radiation 10. By subtracting this value I Q 
from the total considered spectral range of the curve L2, one again obtains an effective 
measuring signal which comes substantially only from the luminescence radiation 10, 
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corresponding to the curve L2, and in which the background signals are substantially 
subtracted. 

It should be emphasized that instead of a linear offset, i.e. subtraction of a con- 
stant value I MinX or I 0 from the measuring intensity 1(f) of the measuring curve L2, an- 
other, nonlinear offset can also be subtracted in which the subtracted value varies with 
the frequency / That is, the amount can differ from measuring value to measuring 
value of the measuring vector, i.e. a background vector produced by the background 
signal can also be used. This is expedient when the background signals also have a 
non-linear pattern, i.e. an inconstant amount over all frequencies / If the emission 
spectrum of the background signal is known, the background vector can be calculated 
by measuring the background signal at only one or a plurality of frequencies. If the 
background vector is known, it can e.g. be stored in the sensor and subtracted from the 
measuring values without measurement. 

Moreover, the stated methods for compensating the background signals can also 
be advantageously used in other luminescence evaluating methods independently of 
the subject matter of the main claims. 

The inventive procedure consequently permits a simple and reliable check and 
distinction of authenticity features, in particular having a very similar spectral pattern, 
which can be contained in value documents. 



